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(d) Category IV — Catastrophic… will cause death or severe injury to personnel, or system loss."
(¶3.14).

next page »

1 With apologies to Gertrude Stein 
2 Journal of System Safety, V. 45, No. 4, July-Aug. 2009, p. 27. 
3 Henceforth, "MIL-STD" will be omitted. 
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The change in focus from
‘loss’ to ‘mishap’ changed
the definition of ‘risk’ from
the financial or capability
decrement resulting from an
occurrence to merely the
likelihood of an occurrence
happening at all.
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The original -882 thus specified hazard "levels" that equate directly to subsequent editions' hazard
"severities," and defined a hazard as a "condition." 

With -882A (issued June 28, 1977), the definitions were broadened to include "mishap," "risk,"
"hazard probability" and "hazard severity." "Probability" was extended to include both qualitative and
quantitative terms. (§3) "Risk assessment" was a new requirement "…to establish priorities for
corrective action and resolution of identified hazards." (§5.4.3) That seems to be consistent with
combining severity and probability for the purpose of establishing priorities for apportioning limited
program assets to those risks that would be most costly.4 In -882A, a hazard continued to be
defined as a condition. (¶3.4.1) 

The significance of those definitions is that they identified a
hazard as a static condition. "Risk" (in -882A) is "An expression
of possible loss in terms of hazard severity and hazard
probability." (¶3.4) By that definition, risk reflected the
transformation of the static hazard condition by a set of dynamic
interactions that put real people, property or missions "at risk" of
death, injury or destruction. 

A major change in -882B was the redefinition of the term "risk":
"An expression of the possibility of a mishap in terms of hazard
severity and hazard probability" (¶3.1.11) (emphasis added). The
change in focus from "loss" to "mishap" changed the definition of
"risk" from the financial or capability decrement resulting from an
occurrence to merely the likelihood of an occurrence happening
at all. 

"Hazard," in -882C, was redefined as "a condition that is
prerequisite to a mishap" (¶3.2.4), still defining a hazard as a
static state. It defined "mishap" as "an unplanned event or series
of events resulting in death, injury, occupational illness, or
damage to or loss of equipment or property, or damage to the
environment. Accident." (¶3.2.9) "Risk" now adds
"possibility/impact of a mishap," leaving to the reader's choice
whether the "/" is an "and" or an "or." (¶3.2.11) 

"Hazard" continued to be defined as a condition in -882D, but -882D appeared to try to have it both
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ways: "Any real or potential condition that can cause injury, illness or death to personnel; damage to
or loss of a system, equipment or property; or damage to the environment." (¶3.2.3) That definition
seems to try to combine hazard with -882C's definition of mishap. Yet -882D continues to define
"mishap" as, "An unplanned event or series of events resulting in death, injury, occupational illness,
damage to or loss of equipment or property, or damage to the environment" (¶3.2.6), deleting the
prior "accident." Does that sound suspiciously like prior definitions of "risk"?

« previous page     next page »

4 See, e.g., Vernon L. Grose, Managing Risk. Englewood Cliffs, Prentice-Hall, 1987, ISBN 0-13-
551110-0, Section 6, "Controlling Risk." 
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So what happened to "risk" in -882D? It just disappeared from the definitions. But it didn't disappear
from the general and detailed requirements, wherein ¶4.1.c., inter alia, requires that the developer's
and program manager's documentation shall "Define how hazards and residual mishap risk are
communicated to and accepted by the appropriate risk acceptance authority…." 

If you find this evolution confusing, so do we. So when Zemore explains, "When we perform a risk
assessment, it is a mishap risk assessment within the context of the condition," we have no frame of
reference within which to define his terms. It would be logical for him to assume that the term
"condition" is synonymous with "hazard" as defined previously. Then he states: "In other words, a
causal factor risk assessment is an assessment of the potential for mishap (i.e. risk) based on the
existence of that causal factor." Where is the transition mechanism from hazard to "mishap (i.e.
risk)?" 

Adding to our confusion, an online system safety course teaches acquisition managers to employ
"probability of the hazard" and "severity of the mishap" for risk assessment purposes under -882D.5 

We believe that the drafters of -882D erred when they chose to leave "risk" undefined. Risk
represents the potential for undesired outcomes to occur within the dynamic process interactions of
a system. Undesired outcomes may not occur every time a system embarks upon a dynamic
operation, but the risk is still there. Some risks lie dormant for decades.6 

Zemore's intuition is correct that linguistic bickering has diverted system safety's focus from
identifying, assessing and mitigating the dynamic interactions within systems that transform hazards
into mishaps. System safety's focus on hazard identification and assessment has been directed
primarily toward static system concepts and descriptions.7 Analyses of the operational evolution of
hazards into risks have most often been left to mishap investigators, and the recommendations for
change that emanate from their reports. 

One of the principal disconnects between investigators and system safety practitioners occurs
because, while both deal with mishaps, investigation and system safety don't speak the same
language. Mishap investigation seldom identifies "hazards" per se; it reports scenarios. System
safety reports hazards, not scenarios.

« previous page     next page »

5 Defense Acquisition University, Course CLE009 System Safety in Systems Engineering, Risk
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Assessment module. 
6 See, e.g., Aviation Safety Board of Canada: "Aviation Occurrence Report No A90H0002, Crash of
Frontier Air Ltd. Beechcraft C99 C-GFAW, at Moosonee, Ontario, on 30 April 1990," which resulted
from the aircraft model design's failure to meet U.S. FAR §23.773 specifications at the time of its
certification, a latent condition that existed for more than 25 years before the accident occurred. 
7 See "Hazard Analysis for Dynamic Systems," JSS V.45, No. 2, Mar-Apr 2009. 
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It behooves system safety
practitioners to establish
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investigative brethren, and
insist to on receiving
investigation data in formats
that permit analyses of the
behavioral interactions that
led to undesired outcomes.
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When real-life behavioral interactions within "normal" systems' operations diverge from the dynamics
envisioned by specification or anticipated by analyses, they often lead to undesired outcomes. If
those outcomes are sufficiently disruptive, they become "mishaps." Mishap severity may rise to
outcomes that result in death, injury or damage. Both communities need to cooperate toward a
common language for describing mishap etiologies, accident processes and outcomes. 

Once a system has been completed and its operation started,
the behaviors of its components are the only characteristics that
can be changed without wholesale redesign. That is usually
prohibitively expensive, both in real and in utilitarian costs. It
behooves system safety practitioners to establish close
cooperative relationships with their investigative brethren, and
insist to on receiving investigation data in formats that permit
analyses of the behavioral interactions that led to undesired
outcomes. By working together toward mutually supportive
goals, investigators and system safety practitioners can help
achieve Zemore's desired focus on improved hazard
identification, assessment and mitigation. 

That said, why are efforts being expended to develop Revision 1
to -882D? JSS 's technical editor prominently proclaimed MIL-
STD-882's death, to be replaced by ANSI/GEIA-STD-0010-
2009, adding "…882 is in all likelihood no longer needed."8
What new uncertainties will be introduced by the ANSI
standard?

 

Copyright © 2009 by Ira J. Rimson and Ludwig Benner, Jr. All
rights reserved.
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8 "A Death in the Safety Family," Journal of System Safety V. 45, No. 4, July-Aug. 2009, p. 3. 
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